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Abstract. In this paper, inspired by the impact of incubation period
on epidemic dynamics, we present a class of routing algorithms for Delay
Tolerant Networks (DTN) in which the copies or coded blocks of mes-
sages are distributed to other nodes in multiple periods. Our objective is
to minimize the transmission cost (that is proportional to the number of
message copies created in the process of routing), while still achieving the
required delivery ratio of messages received at their destinations before
their TTL’s expired. We investigate two different types of routing, one
based on copying of entire messages and the other on erasure coding of
messages. In both cases, we use multiple periods either for message copy-
ing or for distributing encoded blocks. We present two and three-period
versions of the proposed approach and we also describe its extension to
multiple periods. We support the proposed model with an in-depth anal-
ysis and simulations which show the benefit of the proposed algorithms
clearly.

Keywords: Delay Tolerant Network, Routing, Bio-inspired, Efficiency,
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1 Introduction

Delay tolerant networks (DTN)[1] are wireless networks in which the node con-
nectivity is intermittent due to the movement of nodes and low node density
in the network area. Moreover, it is usually not possible to find an end-to-end
path from source to destination at any given time instance. Therefore, routing
of messages in DTNs is more challenging than in traditional networks, where,
most of the time, the node connectivity graph is stable and a path from source
to destination does not change during the message delivery. Some of the exam-
ples of this kind of DTN networks deployed in real life are wildlife tracking [2],
vehicular networks [3] and military networks [4].

The sporadic connectivity between nodes in DTNs necessitates the use of
store-carry-and-forward paradigm at each node throughout the routing of mes-
sages. That is, when a node has a message but it has no connection to any other
node in the network, it stores the message in its buffer and carries the message
until it meets a new node that does not have this message. If the encountered
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node is considered useful in terms of the delivery, the message is transferred (for-
warded or copied) to it. However, there are two significant issues that need to be
decided: (i) to which of the encountered nodes the message should be transferred,
and (ii) the maximum number of time a message should be transferred before
reaching the destination. The way the routing algorithm handles these issues
directly affects the average message delivery ratio, delay and the transmission
cost in the network.

In this paper, we study the distribution of copies or encoded blocks of mes-
sages among the potential relay nodes. Our aim is to achieve the delivery of a
required percentage of all messages by the given delivery deadline (i.e. TTL of
messages) with minimum cost.

Inspired by the impact of incubation period on epidemic dynamics [5], we
propose to distribute the message copies! in multiple periods. In an epidemic [5],
after the first infectee (source node in a DTN) becomes contagious, it starts
spreading the disease (in our case, a message) to others until it recovers or dies
(in our context until the end of the current period of message distribution).
Likewise, the new infectees first go through an incubation period during which
they are not spreading the disease further. Once the incubation period passes,
they become contagious and spread the disease to others.

Inspired by such epidemic dynamics, we have designed a multi-period algo-
rithm to distribute the message copies to other nodes in the network. Our first
motivation was the periodic spreading of epidemics, however, we designed the
proposed routing protocol considering the necessities of DTN routing protocols.
In DTNs, since the nodes meet intermittently, the messages are mostly buffered
in nodes and transmitted in bundles during rarely happening meetings of nodes.
Hence, the number of times the messages are transferred between the nodes of
the network becomes crucial. The more frequently a message is transferred, the
higher is the energy cost of the routing, and, consequently, the faster is the con-
sumption of the node power and the shorter is the network lifetime. Message
sizes matter for the same reason as well.

An important type of DTNs is sensor networks in which nodes sense the
environment and collect corresponding measurements. If the collected data are
first buffered at the node, and sent to the destination in bulk, the message
sizes are large, so the number of times these messages are transferred before the
delivery becomes vital for the total energy consumption in the network.

Consequently, considering the above reasons, with the proposed periodic dis-
tribution of message copies, we aim at minimizing the average transmission cost
per message while achieving a given delivery rate by the deadline. In our scheme,
the number of message copies that are distributed to other nodes depends on the
remaining time before the delivery deadline, thus the urgency of meeting the de-
livery deadline defines the spreading rate of copies. For example, in a two period
replication based routing algorithm, we first distribute the number of message

! Throughout the paper, when we refer to message copies, we mean both the message
copies used in replication based routing and also the encoded blocks of the messages
used in erasure coding based routing.
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copies that is insufficient to guarantee the desired delivery rate by the delivery
deadline. If the delivery does not happen in the first period, then in the second
period, we distribute more copies, so the total number of copies distributed so
far is able to achieve the desired delivery rate in the remaining time to the de-
livery deadline. Note that if a message is delivered in the first period, the cost
of delivery is smaller than it would be if the number of copies distributed at
the start of routing were sufficient to achieve the desired delivery rate. On the
other hand, if the delivery has not been achieved in the first period, the copies
distributed at the start of the second period will make the cost higher than what
is needed in the single period case.

In this paper, we compute the average number of copies used and show that
we can achieve lower average cost than the cost of distributing the sufficient num-
ber of copies from the start. Throughout the paper, we analyze different variants
of the algorithm with different periods and demonstrate that cost reduction is
possible.

In routing algorithms for DTNs, it is also important to define how the nodes
are informed of the message delivery. In the paper, we use two different delivery
acknowledgment methods. One of them uses the following biologically inspired
idea. Consider an environment with different pathogens with the periods, in
which different number of copies of the message are distributed, being the times
when the epidemic incubates in infectees. During these times, infectees are not
contagious (message copies are not distributed), epidemic does not spread (cost
of delivery does not increase). However, this changes at the end of incubation
period and infectees start to spread disease. To vaccinate all infectees with a
vaccine for all pathogens efficiently, we can wait until the closest end of an
incubation period of any infectee and apply the vaccines for all observed dis-
eases to the entire population at that time. By delaying vaccination, we allow
emergence of new diseases, possibly caused by new types of pathogens, without
allowing those already infected to become contagious and infect others. As a
result, we can minimize the number of necessary vaccination campaigns; each
with vaccines necessary to stop already started epidemics. Inspired by the above
effective vaccination campaign, we have designed the following acknowledgment
scheme. When the messages start to be delivered to destination, the destination
node waits until the closest period change time of any of the received messages.
At that time, it broadcasts an acknowledgment of all so far received messages.

The remainder of the paper is organized as follows. In Section 2, we present
background information about replication and erasure coding based routing al-
gorithms in DTNs. There, we also give a brief overview of previous work in
each category. In Section 3, we talk about the network model used and assump-
tions made in the proposed approach. Then in the next two sections, we give
the details of multi-period message distribution based routing algorithms in two
different types of routing. Section 4 presents the application of our approach
to replication based routing. Section 5 presents our approach to erasure coding
based routing and the analysis of the resulting routing protocol. In Section 6, we
describe the message delivery acknowledgment process in DTNs and propose two
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different acknowledgment methods. Then, in Section 7, we evaluate the proposed
algorithms using simulations and demonstrate the achieved improvements. We
also compare the results of our analysis with the simulation results. Finally, we
offer conclusion and outline the future work in Section 8.
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Fig. 1. Comparison of replication based and erasure coding based routing.

2 Background

In this section, we look into two different routing types in DTNs, namely, repli-
cation based routing and erasure coding based routing. For each category, first,
we give the overview of the main properties of the routing type and then present
a brief summary of previous DTN routing algorithms that use that routing type.

2.1 Replication (multi-copy)-based Routing

Overview: In replication based routing, a number of message copies are gen-
erated at the source node and distributed to other nodes in the network. Then
any of these nodes, independently of others, tries to deliver the message copy to
the destination. Here, the distribution of the message copies can also be done in
different ways. In source spraying, only the source node is eligible to distribute
the messages (see upper part of the Fig. 1 for illustration of source spraying).
However, in binary spraying, the nodes that receive a message copy also help in
distributing the remaining copies to other nodes. For this, when the source node
meets a node without the message copy and gives a copy of the message to that
node, it also gives the right of distributing half of the remaining copies to that
node. Consequently, a fast spreading of all copies is achieved.
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Previous Algorithms: There are many routing algorithms proposed based
on replication of messages. However, some of them work under unrealistic as-
sumptions, such as exact knowledge of node trajectories, or node meeting times
and durations. Yet, there are also a significant number of studies assuming zero
knowledge about the aforementioned features of the nodes. Epidemic Routing [6]
is one of the most important and popular replication based algorithms falling in
this category. Basically, during each contact between any two nodes, the nodes
exchange their data so that they both have the same copies. As the result,
the fastest spread of copies is achieved yielding the shortest delivery time and
minimum delay. The major drawback of this approach is excessive use of band-
width, buffer space and energy due to the uncontrolled and greedy spreading of
copies. Therefore, several other algorithms limiting the number of copies have
been proposed [7]-[14]. In Prophet [7], the copies are exchanged between nodes
in probabilistic manner. In [10], MaxProp [11] and SCAR [12], the message is
replicated to encountered node only if that node has higher delivery probabil-
ity (computed from contact history) than the current holder of the message. In
Spray and Wait [13] copies are only given to a limited number of nodes but
randomly. For many other algorithms, [15] is a good survey to look at.

2.2 Erasure coding based Routing

Overview: Erasure coding (EC(k,R)) [17] is a coding scheme which processes
and converts a message of k data blocks into a large set of @ blocks such that
the original message can be constructed from a subset of @ blocks (see lower
part of Fig. 1 for illustration). Here, @ is usually set as a multiple of k and R =
@/k is called replication factor of erasure coding. Under optimal erasure coding,
k blocks are sufficient to construct the original message. However, since optimal
coding is expensive in terms of CPU and memory usage, near optimal erasure
coding is used requiring & + € blocks to recover the original message. In [16], the
average value of € is reported as k/20 for Tornado codes. Therefore, following
the previous studies, for simplicity we ignore e.

There are various erasure coding algorithms including Reed-Solomon cod-
ing and Tornado coding. These algorithms differ in terms of encoding/decoding
efficiency, replication factor R and minimum number of code blocks needed to
recover the original message. Due to its simplicity and linear time complexity,
we will use Tornado codes in this paper. The encoding/decoding complexity in
Tornado coding is proportional to @In(1/(e — 1))P where P is the length of
encoding packets.

Previous Algorithms: One of the first studies utilizing the erasure coding
approach in the routing of DTNs is [17]. In that study, Wang et al. present the
advantages (i.e. robustness to failures) of erasure coding based routing over the
replication based routing. In [18], optimal splitting of erasure coded blocks over
multiple delivery paths (contact nodes) to optimize the probability of successful
message delivery is studied. A similar approach focusing on non-uniform dis-
tribution of encoded blocks among the nodes is also presented in [19]. As an
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extension of this work, in [20], authors also utilize the information of a node’s
available resources (buffer space etc.) in the evaluation of the node’s capability
to successfully deliver the message. In [21], a hybrid routing algorithm combining
the strengths of replication based and erasure coding based approaches is pro-
posed. In addition to encoding each message into large amount of small blocks,
the algorithm also replicates these blocks to increase the delivery rate.

Table 1. Notations

l Symbol [Deﬁnit ion

N The total number of nodes in the network

L Number of copies of a message

M Average size of a message (bytes)

k Number of equal size blocks that a message is split into in erasure
coding based routing (kmqo is upper bound for k)

R Replication factor used in erasure coding of a message

o k x R, total number of blocks generated in erasure coding based routing

D; Total number of encoded blocks distributed to the network by the end
of i*" period in erasure coding based routing

L; Total number of message copies distributed to the network by the end

of " period in replication based routing
Ropt  |Optimum value of R in single period case

R* Replication factor used in multi period case

ta Message delivery deadline or TTL of messages (time units)
p(x) |[Probability of delivery of an encoded block at time z

d, Desired delivery rate

T Total cost of delivery of a message

1/X  |Average inter-meeting time of nodes
Ts End of distributing all messages
EC(k, R)|Erasure coding with parameters k and R
«@ The percent of kR messages that are distributed in the first period of
EC(k,R)
Pd Probability of delivery

3 Network Model and Assumptions

We assume that there are NV nodes moving on a 2D torus according to a random
mobility model. All nodes are assumed identical and the meeting times of nodes
are assumed to be independent and identically distributed (IID) exponential
random variables. Furthermore, the nodes are assumed to have sufficient buffer
space so that no message will be dropped (Since the proposed algorithm deals
with smaller number of message copies, nodes will not need large buffer sizes.).
By L, we denote the number of copies of each message distributed to the network.
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We also assume that the time elapsing between two consecutive encounters of a
given pair of nodes is exponentially distributed with mean EM. Note that EM
changes according to the mobility model used for nodes but it can be derived
once the network parameters and the assumed mobility model are known [22].

In the paper, the term period refers to the time duration from the beginning
of a message distribution (spraying) phase to the beginning of the next one.
Moreover, to improve readability, we give the list of symbols used in the rest of
the paper in Table 1.

4 Multi-period Replication based Routing

In this section, we present the details of the proposed multi-period message
distribution based algorithm in replication based routing. We first model the
spreading of message copies with respect to time and show under what condition
it is more effective to use multi-period spraying than the single period spraying
where all the message copies are distributed at the beginning.

We use a similar model as in Spray and Wait algorithm [23] where all the
copies are sprayed (distributed) to other nodes at the beginning and the deliv-
ery of any of them is waited. Note that the delivery of a message can happen
both in spray and wait phases. Since the node meeting times are independent
identically distributed random variables, the cumulative distribution function
(cdf) of probability of delivery (pg) at time ¢ when there are L copies of the
message in the network is py = 1 — e~ Lt where a = 1/EM is the inverse of
the expected intermeeting time between two consecutive encounters of any pair
of nodes. During waiting phase, since L is constant, p; grows with the same L
value. However, since the number of copies increases during the spraying phase,
pq function changes each time a new copy is distributed to other nodes.

To simplify the analysis of message delivery probability, we assume in this
paper that M >> L which is often true in DTNs and which we enforce by
limiting permissible values of L. Moreover, since for DTNs to be of practical
use, the delivery probability py must be close to 1, we assume also that desired
pq > 0.9. From these two assumptions it follows that the formula pg = 1 — et
is a good approximation of the delivery probability at time ¢ > 4 [28].

In the next sections, we elaborate the two, three and multi-period variants
of the proposed algorithm in replication based routing. In each, we use updated
version (depends on the number of periods) of the above formula for probability
of delivery and we derive the average number of copies used by the algorithm.

4.1 Two Period Case

In Fig. 2, we give a sketch of what we want to achieve with two-period algorithm.
In this specific version of the algorithm, we allow two different spraying phases.
The first one starts without delay and the second one starts at time 4. The main
objective of the algorithm is to attempt delivery with small number of copies
and use the large number of copies only when this attempt is unsuccessful. With
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cdf for catching the delay
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Fig. 2. The cumulative distribution function of probability of message delivery with
different number of copies sprayed in two different periods.

proper setting, the average number of copies sprayed until the delivery time can
be lower than in the case of spraying all messages at the beginning, while the
delivery probability by the deadline remains the same.

If there are two periods until the message delivery deadline, the questions that
need to be answered are “how should we split the time interval until deadline
into two periods optimally (optimal x4 in Fig. 2)?” and “how many copies should
we distribute in each period?”

Assume that there are L copies (with the copy in the source node) of a
message to distribute. Single period spraying distributes all of these copies at
the beginning to achieve the desired pg by the deadline t;4. Let’s further assume
that the Two Period Spraying algorithm sprays L; copies to the network at the
beginning (first period) and additional Ly — L; copies at time x4, the beginning
of the second period. Then, the cdf of the probability of delivery at time z is:

1— e bz if £ < x4 Lo— L,

Cdf(:E) = { 1 — e—ala(z=2s)  if > T4 where z;, = 24 I

Our objective with two-period spraying based algorithm is to meet the deliv-
ery probability of single period spraying based routing (pg = 1 — e~ ***) and to
obtain an average copy cost smaller than L (the cost of single period routing).
Hence, by the delivery deadline, t4, the following inequality must be satisfied:

1 _ efaLg(tdfzs) > 1 _ e*OCLtd
L

Ly (td —xq+ $d1> > Litg
Lo

As x4 gets larger, the average number of copies used decreases when L; and
Lo values remain constant. Therefore, to decrease the number of copies used, we
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need to delay the start of second period as later as possible. Thus, for given tg4,
L, Ly and Lo, the optimal x4 is the largest possible:

Ly—L
Ly— Ly
We want to minimize the average number of copies, co(L1, La) defined as:
ca(Ly, Ly) = Ly (1 — e~ k1) 4 Ly~ e
=Ly + (Ly — Ly)e

Tqg =14

Note that if the message is not delivered in the first period, then the cost (we
define cost as the number of copies used per message) becomes Lo copies. Sub-
stituting x4 in the above and taking derivative of co with respect to Ls, we
get:

—L

L
CQ(L]_7 L2) =11+ (L2 — Ll)eiathd L227L1

dcsy Ly — L —alqt, k2—L
— = (1—-alqt Litg——— 1 I,—T
dL, ( aliqtyg + « 1dL2_L1>€ 2=L1

Comparing this derivative to zero, we obtain optimal Lo for given Lj:
Ly =1Ly +ality(L — Ly) > Ly
Hence L5 — L1 = aLity(L — L1) and therefore:
¢5(L1) = L1l + atg(L — Ly)e~*Ertatl]

Again, by taking the derivative of ¢} in regard of L, and comparing it to zero, we
can obtain the optimum value of L; (see the discussion and derivation in [28]).

Algorithm 1 FindOptimalsInTwoPeriods(L, a,t4)
1: opt_cost = L; opt_cts = [L, L]
2: for each 0 < L1 < L do

3: L2floo'r = max(L +1,L1 + LO[L1td(L — Ll)J)
4: for Lo = Lafioor, L2fiocor +1 do

5: if co(L1, L2) <opt_cost then

6: opt_cost = ca(L1, L2); opt_cts = [L1, L2]
7 end if

8: end for

9: end for

10: return opt_cts

We can also find the optimal values of L; and Ly by enumeration. From the
equation defining co(Lq, Lo), it is clear that the average number of copies sprayed
by our algorithm is larger than L;. Therefore, to decrease the average number
of copies below L, L; must be smaller than L. As a result, 0 < L; < L must be
satisfied. Since the possible values for all L, variables are integers, we can use
enumeration method as explained in Algorithm 1 and obtain the optimal values
relatively quickly, in O(L) steps.
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4.2 Three Period Case

Assuming that there will be three spray and wait periods until the delivery
deadline, we first find the cdf of delivery probability. Let x4, and x4, denote
the end time of first and second periods, respectively (thus they also denote the
start of second and third periods). Then:

1 — e olaz [0, 24, ]
cdf(x) = { 1 —eol2@=zs) (g 2y ]
1 —e obsle=zes) (g4 7]

Lo—1, Lz—Lo Lo—L,
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Fig. 3. The cumulative distribution function of delivery probability with copies sprayed
in three different periods.

Fig. 3 illustrates what we want to achieve with three period variant of pro-
posed algorithm. We want to obtain at least the same py by ¢4 while minimizing
the average number of copies used. That is, we need to satisfy the following
inequality:

1 _ efothd S 1 _ efaLg(tdfzSS)
Lty < L3(tqg — ws,)
Tdy (L3 — L2) +xa, (L2 — L) < ta(Ls — L)

When all other parameters L;, La, L3, x4, are kept constant, minimum
average copy cost is achieved when:

_ td(Lg — L) — Tq, (LQ — Ll)
Ly — Lo

xdz
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Furthermore, the average number of copies used in this three period spraying
is:
C3(L1, L27 L3, xdl) = L1 + (L2 — Ll)e_aledl + (Lg — LQ)C_QLZ(Z"ZQ ~%s3)

Substituting x,, and z4,, taking partial derivative and comparing it to zero,
as in two-period case, we can obtain the formula for optimum x4, (See derivation
and discussion in [28]).

OétdLQ(Lg - L) + 1D(L1/L3)(L3 — Lg)
aLQ(L3 — Ll)

l‘dl =

Then, we can easily obtain formula ¢5(L1, Lo, L3) by substituting x4, in the
cost function. Since Ly < L < L3 and L1 < Ly < L3 and all these values are
integers, by enumeration similar to the one in two-period case, we can simply
find the (L1, Lo, L3) tuple that gives the minimum average number of copies for
a given L. However, to use enumeration, we need to establish bounds on both
Ly and Ls. In [28], we compute and show these boundaries and give a detailed
discussion of enumeration that works for three-period case.

4.3 Recursive Partitioning of Periods

In this section, we show how we can increase the number of periods in which the
message copies are distributed by recursive partitioning to decrease the cost of
spraying even more. Similar to the analysis in Two Period Case section which
finds the optimum partitioning of the entire time interval from the start to the
delivery deadline into two periods, we can obtain optimal partitioning of each
period. Although this may not generate the optimal partitioning of entire time
interval into the resulting number of periods, it still decreases the spraying cost.

In Fig. 4 we give an illustration of the recursive partitioning idea. To obtain
three periods from two periods, we can partition either the first period (with
parameter A1) or the second period (with A2) and select the one which gives the
minimum cost. That is, we select (A3, A4, A2) or (A1, A5, Ag) as the exponential
factors in the corresponding three exponential functions. Moreover, once we have
three periods, we can run the same algorithm to find a lower cost spraying with
four periods. However, we need to partition each period carefully considering the
boundaries of possible L; values.

Assume that we currently have k periods of spraying. Let L; denote the
number of copies after spraying in ‘" period and x4, denote the end time of
that period. Then, the cdf of delivery probability by time x is:

1_ e,aLl(I*Isl) [07 xdl]
1 efaLz(I*mw) (l'dlax@]

cdf () =

1 _ e—aLk(I—l‘sk) (l‘dk71 , Z‘]
s,y Li—itxa; ; (Li—Li—1)

where x;, = T and zg, = 0.
i
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cdf for catching the delay
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Fig. 4. Recursive partitioning algorithm for defining additional spraying in an attempt
to further decrease the total cost of spraying.

Our objective is to increase the number of periods to k + 1 while decreasing
the total cost for spraying with at least the same delivery probability by the
deadline. Algorithms 2 and 3 summarize the steps to achieve this goal.

Algorithm 2 IncreasePartitions(k,x4[ ],L] ])
min_cost = current copy cost with k periods
: for each 1<i<k do
[x),L'] = PartitionIntoTwo(i,x4[ |,L[])
¢ = Cost(k + 1,z);,L")
if c<min_cost then
p= [xélel]
min_cost = ¢
end if
end for
return p

L PN I P

—_

We partition each period into two periods and compute the new cost for the
current partitioning. Then, from all partitions, we select the one that achieves
the lowest cost. For each period 4, we need to find new number of copies L; ,
Lj to assign to each of the two newly created periods into which the original
period is split. The delivery probability at the end of the both periods needs to
stay unchanged but the average cost should be smaller than the original average
cost of period i. For each period, except the last one, we need to satisfy L;_1
<L; < L;L < Lit1. Then, for the given L, L;L, optimal start point of second
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inner period, xspi;t, (where spraying of additional Lj—L;

copies starts) is [28]:

x4,(L7 — Li) +xq,_,(Li — L7)
Lf —L;

(1)

Tsplit =
For the last period, the boundary for L: is [28]:

Lf <L+ (Ln— L2 —py
1 —pd

where pp denotes the probability of message delivery before the period k
starts. In Algorithm 3, we show how the optimal partitioning of a single period i
(where 0<i<k+1) can be found. For convenience, we denote Ly=0. For each pair
of numbers (L; , Lj ) such that L;_y < L; < L} < L;y1, the cost of spraying is
calculated and the pair with the lowest cost is selected. Clearly, the complexity
of this algorithm is O(Lz).

Algorithm 3 PartitionIntoTwo(i,z4[ ],L[ |)

L fi = cdf (wi1), f2 = cdf (z:)
2: min_cost = L;(f2-f1) //current cost of period
3: for each L;—1 < L] < L; do

4:  for each L7 < Lj < L;4+1 do

5: Compute Zgprir and x,—

6: f3 = cdf (xspiat)

T internal_cost = L (fo-f1)+L] (fo-f3)
8: if internal_cost<min_cost then

9: min_cost = internal_cost

10: Topt = Tsplit and [L;pﬂLjpt] = [LLL?]
11: end if

12:  end for

13: end for

14: 24 ] = [TdyseesTd;_ 1 sTopty Ty yee Tk

15: L,[] = [Ll,...,Li,1,L;pt,L:pt,LiJrh.u,Lk]

16: return [z},L’]

5 Multi-period Erasure Coding based Routing

In this section, we present the details of applying multi-period idea to erasure-
coding based routing. Since the message at source node is encoded into different
blocks which have different contents than each other and at least k of these
blocks are needed at destination node to reconstruct the original message, the
problem here requires a different analysis than it is in replication based routing
(See Fig. 1 for comparison of replication and erasure coding based routing).
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Let p(x) denote the cdf of a single node’s probability of meeting the destina-
tion at time x after it received an encoded message?. The probability that there
are already k messages gathered at the destination node at time z is then:

[

Pe.e) =3 (7)ot - pla)

i=k

Here, note that the erasure coding based routing reduces to the replication
based routing when k£ = 1.

When t4 and d,. given, we can compute the optimum parameters minimizing
the cost while achieving d, at t4 using the following relation:

(k,R) = argmin{7|P(tq4,P) > d,}

where 7 is the cost® of erasure coding based routing. In above, although
the value of k can change from 1 to infinity in theory, when k is large, many
small blocks are created (might exceed the total number of nodes) incurring high
processing cost and low bandwidth utilization. Therefore we assume an upper
bound, k4., for k and compute the optimal (k, R) accordingly.
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Fig. 5. Cumulative distribution function of probability of message delivery in two pe-
riod erasure coding routing.

In Fig. 5, we give a comparison of the cdf’s of optimal replication and erasure
coding based routing algorithms. Clearly, with erasure coding, much lower cost
can be achieved while still achieving the desired d, by tg4.

2 For simplicity, we assume that the total number of encoded messages to distribute
is not too large (t4 >> Ts) and all relay nodes in the network get encoded messages
at about the same time.

3 When source spraying is used 7 = O(MR), however, since the contents of encoded
blocks are different, when binary spraying is used, 7 = O(M Rlog(kR)) [25]. There-
fore, we use source spraying in erasure coding based routing.
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Furthermore, we can decrease the cost of erasure coding based routing via
distributing the encoded blocks of the message in multiple periods. For example,
in two period erasure coding routing, instead of distributing all encoded blocks
of the messages at the beginning, we spray only some of them at time 0 and
wait for the delivery of sufficient number of messages at the destination. If the
delivery has not happened yet until x4, we distribute more encoded blocks to
the network so that we increase the probability of delivery of at least k blocks
to destination.

In Fig. 5, we illustrate the goal we want to achieve here with plot EC'(k, R*, «).
Assume that the optimum parameters in single period case are k and Rp. In
two-period erasure coding routing, source node generates* &, = kR* encoded
blocks at the beginning and allows the distribution of only ¢; = akR* of them
(0 < a < 1) in the first period. Then, with the start of second period, remaining
&5 — @1 message blocks are distributed. In the first period, the cdf of delivery
probability at time x is P(x,P1), however, in the second period, we need to
combine the independent delivery probabilities of the first and second period
messages to derive a formula:

Dy Iy
P(.’I}’¢17¢2) = Z Z Pl(m?.j7 @1)P/<$-I‘d7i-j7 ¢2'¢1)
i=k \j=lh

(o . .
where P(o.. 1) = () p(ap (1 = plo)
J
Iy = max{0,i — P2 + $1} and Iy = min{i, 1}

Here, for a given @, we want to find a (@1, $2) pair that gives the minimum
average cost while maintaining d, by t;. To meet the delivery rate of single
period, we need to satisfy:

R* > Rop:
P(tq, P1,P2) > P(tq, d)

Also, to achieve a lower average cost than in single period case:

P(de,@l)@l + (1 - P(J?d,@l))QSQ S ]
Dy —
— < P(xq,®
5 —a; = P@a?)

Using the above inequalities, we can find optimal ¢; and &5 values using
again enumeration method [25]. Here, we only presented the analysis of two-
period erasure coding based routing, but a similar analysis for more periods can
be performed. Moreover, recursive partitioning idea presented in previous section
can also be applied to increase the number of periods to achieve lower cost (see
more discussion in [25]).

4 Since complexity of encoding is linear in Tornado codes, this will cause a linear
increase in the complexity.
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6 Acknowledgment of Delivery

In DTN routing, since the nodes are intermittently connected, the way the nodes
are acknowledged about the delivery of the messages is a crucial issue. Even
though the message has already been delivered to destination, some nodes may
still continue to distribute message copies or erasure coded blocks of the message
to other nodes unless they are informed about the delivery. In this paper, we
propose two acknowledgment mechanisms to notify the nodes about the delivery
of the messages. Both have advantages and disadvantages over each other. Hence,
we compare the performances of both types of acknowledgment by showing how
they affect the results of our algorithm in simulations.

Type I Acknowledgment When the message is delivered, destination node
starts an epidemic routing [6] based spreading of acknowledgment packets. That
is, each node receiving this packet also distributes a copy of it to other nodes.
Note that, since acknowledgment packets usually carry only the id of the de-
livered message, the cost of routing here is much smaller than it is in epidemic
routing with data messages. However, since epidemic spreading of acknowledg-
ment packets requires some time to reach all nodes, cost of spraying can be
increased due to redundant spraying of already delivered message.

Type II Acknowledgment When the destination receives the messages, it
sends an acknowledgment to all nodes with one time broadcast over a powerful
radio. Although using powerful radio can potentially generate more cost than
type I acknowledgment, since the acknowledgment messages are short, the broad-
cast is expected to be inexpensive. Besides, to make this scheme more efficient,
we use the following bio-inspired idea.

Consider an environment where individuals are infected by different pathogens
at different times. Each pathogen has an incubation period during which the in-
fectee is not contagious. As the incubation period ends, an infectee starts to
infect others. We assume that there are effective vaccines for all pathogens and
we want to vaccinate the entire population with the proper mix of vaccines in
the most efficient way. The best way to achieve this goal is to wait until the
closest end of an incubation period of any infectee and to apply the vaccines for
all observed diseases to the entire population at that time. Such delayed vacci-
nation campaign allows emergence of new diseases, possibly with new types of
pathogens, before letting infectees infect others and decreases the number of nec-
essary vaccination campaigns, each with all vaccines necessary to stop already
started epidemics.

Inspired by this effective vaccination idea, we use the following efficient ac-
knowledgment scheme. As the destination receives messages, it waits until the
closest period change time (x4) of any of the received messages. Then, it broad-
casts an acknowledgment of all so far received messages at that time. Hence, the
destination broadcasts acknowledgments relatively infrequently. Even though ac-
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knowledgments of some messages are delayed, spraying of any received messages
after the delivery time are suppressed.

7 Simulation Model and Results

To evaluate the proposed algorithms, we have developed a Java-based discrete
event-driven simulator and performed extensive simulations for each routing
type.

First, we randomly deployed 100 mobile identical nodes (including the sink)
on a 300 m 300 m torus. The nodes move according to random walk mobility
model®. Each node selects a random direction ([0, 27]) and a random speed
from the range of [4m/s, 13m/s|, then goes in that direction during a randomly
selected epoch of duration from the range of [8s, 15s]. When the epoch ends,
the same process runs again and new direction, speed and epoch duration are
selected. The transmission range of each node (except the sink that has high
range of acknowledgment broadcast in TYPE II case) is set to 10 m. Note that,
the generated network under this setting provides a very sparse mobile network
which is the most common case in real DTN deployments.

7.1 Results for Multi-period Replication based Routing

Firstly, assuming that the desired pg by given tg4 is 0.99%, we have found the
optimum number of copies for both two period (2p) and three period (3p) cases.
Table 2 shows the values of these optimum L;’s for different t; values and the
minimum L value that achieves the desired py in single period (1p) algorithm.
Clearly, as the deadline decreases, Ly, (minimum L achieving pg by t4) in 1p
increases because more copies are needed to meet the desired py by t4. Such an
increase is also observed for L; values used in both 2p and 3p algorithms.

With optimum x4,, x4, and L, values computed from theory, we performed
simulations to find the average number of copies used per message when these
optimum values are used. We generated 3000 messages from randomly selected
nodes to the sink node whose initial location was also chosen randomly. Further-
more, since in replication based routing, binary spraying provides faster spraying
than source spraying does with the same cost [25], we used binary spraying while
distributing the allowed number of copies in each period. We took the average
of 10 different runs with different seeds.

In Fig. 6 and Fig. 7, we show the average numbers of copies used when the
optimum L; values are used in 2p and 3p variants of proposed algorithm. Since
our analysis considers the cost at the exact delivery time while computing the
optimum L; values, to make a fair comparison of theory results with simulation

® We also performed simulations using other mobility models (random waypoint etc.).
Since the results are similar, for brevity, we did not include them here. However,
these extensive results can be reached from [25]-[28].

5 We have selected a high desired delivery probability because it is the most likely case
in real applications. However, in [28], we looked at the effects of different pg values.
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ltd(sec)lem in 1p[Optimum Li’s in 2p[Optimum L;’s in 3p

200 12 7,22 6,12,27
250 9 5,15 5,9,19
300 8 5,14 48,18
400 6 4,11 3,6,14
500 5 3,9 2,411
600 1 2,7 2,4,9
700 1 2.8 2,4,10
800 3 2,5 1,26
900 3 2,6 1,27

Table 2. Optimum L;s, the number of copies in each period that minimize the average
number of copies and preserve the desired probability of delivery.

results, we report the average number of copies simulating Type II acknowledg-
ments. However, we also include the results when Type I acknowledgment is
used. From both figures, we observe that analysis results are very close to Type
IT results but as the deadline gets tight, they become an upper bound for Type
IT results. The reason behind this is as t; gets smaller, the sufficient number
of copies (Lpin) to achieve desired d,. by t4 increases, thus optimum L; values
in 2p and 3p become larger. Hence, spraying period takes longer. Besides, this
also increases the difference between the average numbers of copies with Type
I and Type II acknowledgments because as L; values gets larger, more nodes
carrying message copies need to be acknowledged about the delivery when Type
I acknowledgment is used.

@ 2p-Theory
M 2p-Sim (Type IlI)
O2p-Sim (Type )

Average Number of Copies

300 400 500 600 700 800 900
Delivery deadline (td)

Fig. 6. The comparison of the average number of copies obtained via analysis and
simulation for the two-period case.
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E 3p-Theory N
B 3p-Sim (Type 1)
O 3p-Sim (Type 1)

Average Number of Copies

Delivery deadline (td)

Fig. 7. The comparison of the average number of copies obtained via analysis and
simulation for the three-period case.

In Table 3, we present the average number of copies used in three variants of
the algorithm with different types of acknowledgment mechanisms and different
tq values. Here, we observe that in both acknowledgment types, 3p algorithm
uses fewer copies on average than 2p or 1p algorithm does. However, when Type
I acknowledgment is used, the saving in the number of copies obtained by 3p
algorithm decreases. Furthermore, in some cases (t4 = 200s), its performance be-
comes worse than 2p algorithm. This is because when the deadline gets tight, the
number of copies that are sprayed to the network increases so that the number of
nodes carrying the message copies increases and epidemic like acknowledgment
takes longer. As a result, more redundant copies are sprayed by the nodes having
message copy before they are informed about the delivery.

Moreover, we also notice that in the proposed algorithms even with Type I
acknowledgment, we can achieve lower average cost than in single period spraying
algorithm with Type II acknowledgment. Also, remark that in single period
spraying algorithm with L message copies, the average number of message copies
sprayed to the network is less than L. This is simply because even in single period
spraying which does all spraying at the beginning, there is a non-zero chance that
the message will be delivered before all copies are made.

When we compute the percentage of the savings” achieved in the number of
copies used with the proposed multi-period algorithms, we obtain the chart in
Fig. 8. From the results, we observe that 3p algorithm provides higher savings
than 2p algorithm. Moreover, it is clear that the savings with Type II acknowl-

" We define saving as (L-Lavg)/L with the given t4. Here, L is the average copy count
used in single period spraying and Lg.4 is the average copy count used in the multi-
period spraying algorithm.
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l [ | Type 1 Type 11 ‘
ta(sec)|Lmin| 1p |2p | 3p | 1p | 2p | 3p
200 12 |11.61|9.89(10.12{10.92(8.77|8.51
250 9 |8.797.50| 7.44 | 8.52 |6.88|6.65
300 8 | 7.80(6.28| 6.28 | 7.58 |5.94|5.62
400 6 | 5.87(4.78| 4.55 | 5.78 |4.64|4.28
500 5 14.91(3.84| 3.72 | 4.86 |3.73|3.54
600 4 13.96(3.18/ 3.02 | 3.93|3.10(2.85
700 4 13.96(2.89|2.74 | 3.93 |2.83|2.66
800 3 12.97(2.33| 2.31|2.95(2.31{2.24
900 3 12.9712.24| 2.09 | 2.96 [2.23|2.07

Table 3. Average number of copies used in single-period (1p), two-period (2p) and
three-period (3p) replication based algorithms.

edgment are higher than the savings with Type I acknowledgment in both 2p
and 3p algorithms. The difference between the savings of Type I and Type II
acknowledgments gets smaller as the deadline increases. This is because larger
tq decreases the number of copies sprayed to the network, resulting in acknowl-
edgments reaching all nodes carrying message copies earlier.
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Fig. 8. The percentage of savings achieved by the proposed algorithms with two dif-
ferent acknowledgment schemes.

On the other hand, we also observe fluctuations even in the savings of a single
algorithm with different delivery deadlines. This is because for some consecutive
tq values (i.e., tg = 600s, 700s), Ly,in value in 1p algorithm which achieves the
desired py is the same (i.e. Ly, = 4) while L; values in multi-period algorithms
are different. In these cases, multi-period algorithms take the advantage of spray-
ing in multiple periods and delay the spraying further when the deadline is larger
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(for example in 2p algorithm, if ¢4 =600s, then x4, =360s and the optimum (L,
Ly) = (2, 7) but if t4 =700s, then x4, =466s and the optimum (L1, L2) = (2,
8)). Hence, multi-period algorithms can provide more saving over single period
algorithm in such cases.

In addition to the evaluation of the proposed protocol with random mobility
models, we have also looked at its performance on real DTN traces. In [28§],
we present the simulation results based on RollerNet [24] traces and show the
reduction of cost by using multi-period idea experimentally.

7.2 Results for Multi-period Erasure Coding based Routing

In this section, we present the results obtained for multi-period erasure cod-
ing based routing. Table 4 shows the minimum costs incurred by EC — 1p and
EC — 2p algorithms with two different types of acknowledgments. In both algo-
rithms, we computed the optimal parameters which provide minimum average
costs and used them in simulations. In EC — 2p algorithm, we used k4. = 5.
First of all, even though we did not show it here for the sake of brevity, in both
algorithms the desired delivery rate is achieved by the given deadlines. Yet, their
costs are different. For all ¢4 values shown, the cost of the algorithm when Type
I acknowledgment is used is higher than the cost of the algorithm when Type II
acknowledgment is used. This result is expected because in Type I acknowledg-
ment, extra time is needed to inform the source node about the delivery with
epidemic like acknowledgment. However, during this extra time, the source node
continues to distribute the remaining encoded messages it has, thus the cost of
the algorithm increases.

ltd | Cost of EC-1p | Cost of EC-2p

sec |Opt(R,k)| Type I|Type II|Opt(R*,c, z4)|Type I|Type II
600] (3,2) | 3.43 | 3.42 | (5, 04, 410) | 3.23 | 3.19
500] (3,3) | 3.57 | 3.56 | (5,04, 345) | 2.99 | 2.95
400( (4,3) 4.45 4.43 (6, 0.5, 270) | 4.12 3.98
300 (5,3) 536 | 5.32 | (7,0.5,200) | 5.15 | 4.95
250] (5,5) | 525 | 5.17 | (8,05, 185) | 5.38 | 5.10

Table 4. Minimum average costs of single and two period erasure coding algorithms.

Moreover, for almost all ¢4 values, the cost of EC — 2p algorithm is smaller
than the cost of EC — 1p regardless of the type of acknowledgment used. This
clearly shows the superiority of EC — 2p over EC — 1p algorithm. We also
observe that as the deadline gets tight (decreases), the improvement achieved
by EC — 2p algorithm decreases because with shorter deadline, more encoded
blocks are generated. Hence, the required time to distribute all encoded blocks
and also the time needed to inform source node in Type I acknowledgment
increases. Consequently, in some cases (t4=200s), the cost of EC — 2p algorithm
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becomes higher than the cost of EC — 1p algorithm. However, in most of the
cases, EC —2p still performs better than EC —1p algorithm does. Besides, for the
same tg values, the cost difference between Type I and Type IT acknowledgments
in EC'—2p is larger than it is in £C —1p algorithm. This is because more encoded
message blocks are generated in EC' — 2p algorithm due to usage of multi-period
idea but this also caused spraying of more redundant encoded blocks before the
acknowledgment arrives to source node.

8 Conclusion and Future Work

In this paper, we introduced a bio-inspired idea of spraying message copies in
multiple periods. To this end, we applied our idea to both replication based and
erasure coding based routing. Then, using analysis and simulations, we compare
the performance of the proposed approaches with the corresponding single period
algorithms. In simulation results, we validated our analysis and showed that the
cost of routing can be decreased by using multi-period idea while maintaining
the desired delivery rate by the deadline.

In the future work, we will investigate how more realistic radio links and mo-
bility models affect our algorithm. Moreover, we will update the proposed pro-
tocol for heterogeneous networks in which node meeting behaviors vary among
different pairs of nodes.
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