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Abstract—Electric vehicles are becoming parts of our daily
lives with the increasing investment from auto industry. However,
their charging is an issue as this requires frequent charging
and longer waiting times compared to traditional gasoline-based
vehicles. The charging is typically done at residential or public
charging stations. With the increased dominance of electric
vehicles, one potential solution is to exploit vehicle-to-vehicle
charging (V2V) where an electric vehicle can charge another
one through a converter-cable assembly. In such cases, however,
there needs to be a protocol between the charge supplier and
receiver to authenticate each other and authorize the vehicle to
open its charging ports. In this paper, we study this problem
of authentication and propose a protocol that will utilize key
exchange among the users without relying on certificates. We
implemented the proposed protocols under Wi-Fi Direct and
Bluetooth and demonstrated that the approach can provide the
necessary framework of communication before charging starts
without any additional overhead.

Index Terms—V2V charging; Authentication; Electric vehicles;
Diffie-Hellman key exchange

1. INTRODUCTION

Plug-in electric vehicles (EVs) have been receiving increas-
ing popularity to reduce the dependency on fossil fuels and
promote adoption of intermittent renewable energy sources by
acting as energy storage systems [1]-[4] during the periods of
strong wind or sun [5]-[7]. EVs can also help in realizing the
foundation of smart cities of the future by injecting energy
to the grid during periods of reduced production to balance
demand. Due to such potential, many automotive companies
have already begun to roll out EVs from their production lines
[8]-[10]. As an example, by 2020 California will need about
13 to 25 times the roughly 8,000 work and public chargers it
currently has, to support the need for EVs. Currently, about
23,000 public charging stations have already been deployed
in the US and it is expected that there will be fast-charging
stations built on major highways.

One of the major challenges of EV deployment has been
large-scale infrastructure investment to support EV growth.
Such mass charging of EVs will not only require a very high
budget but also put a lot of stress on the power grid [11],
[12]. In particular, significant degradation of power system
performance can arise under high penetration levels of unco-
ordinated charging [13], [14]. However, this is not the only
problem as the EVs require long-periods of frequent charging
as opposed to fossil-driven vehicles. For instance even Tesla’s
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Supercharger stations can charge a car in about 30 minutes,
more than twice as fast as the standard fast charger, which is
still a long time compared to gas filling. With such a charge,
the average travel distance is around 100 miles that creates
the problem known as range anxiety for the drivers. Thus, the
charging needs to be scheduled in advance depending on the
route of the EVs. This necessitates large number of charging
stations distributed throughout the cities, particularly, in the
states like California, where the expected number of EVs will
be one third of the total vehicles by 2024. In fact, the wide-
spread adoption of EVs also depends on the availability of a
large enough number of charging stations.

An ultimate solution that can quickly accelerate EV adop-
tion rates lies in the ubiquity of vehicle-to-vehicle (V2V)
energy transfer. Specifically, through the cooperation and inter-
action of EV owners in local communities with an appropriate
communication infrastructure, EVs can share their energy
and mitigate the aforementioned problems [15]. The main
motivation for this solution comes from the application of the
trending sharing economy framework [16], which has many
successful examples such as AirBNB [17], and Uber [18].
Recently, there have been a growing interest from academia
and industry on the application of energy transfer in mobile
networks [19]-[21] including vehicular networks and several
studies have been conducted analyzing different aspects (e.g.,
pricing [19], [22], [23], range anxiety [15]) of V2V energy
exchanges.

To realize a V2V energy transfer, initially there should
be a matching between the suppliers and receivers. Once
the demander EVs make a query within their neighborhoods,
the best supplier EVs that will satisfy the charging needs of
demander EVs should be identified. This could be achieved via
a centralized control and EV owners can use a dedicated app
designed for them to connect and manage their participation.
During the search process, an EV owner looking for charging
can select a supplier EV among multiple alternatives and then
make the payment through the online app (possibly, using third
party services). However, when it comes to actual energy trans-
fer, the demander EV and supplier EV need to physically meet
and connect the their batteries through a specially designed dc-
dc converter. That is, either the demander EV needs to drive to
the location of the supplier EV or the supplier EV can come
to the location of the demander EV, if the demander is willing
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to pay a service fee. In any case, the EVs need to authenticate
each other to ensure that no other supplier/demander EV shows
up and even if one of the owners is not there, the energy
transfer is possible in the agreed amount.

In this paper, we study the authentication problem among
the EVs that will exchange energy. To this end, we pro-
pose using a mutual challenge/response protocol (e.g., Mutual
CHAP) [24] that will utilize DSRC communication among
the EVs. In this protocol, both EVs will send a randomly
generated challenge to each other, both in clear text and in
hashed form using a shared secret K. The receiving part will
regenerate the hashed form using the shared secret K and
compare with the received one for authentication. Therefore,
we also need to ensure that the EVs agree on a shared secret
K. This K will be generated after the search process when
two EV users agree on the energy sharing exchange (e.g., a
confirmation is sent from the demander to the supplier that
it was selected). We propose using a form of Diffie-Hellman
(DH) key exchange [25] to agree on K. However, since DH
is vulnerable to man-in-the-middle (MiTM) [26] attacks, both
parties need to authenticate the process. The challenge here
is to use DH without relying on certificates, as ordinary users
may not rely on certificate authorities. For this purpose, both
parties need to check the validity of the exchanged DH public
parameters and report these DH parameters to each other and
then perform a comparison of them visually or loudly over
a communication channel. Since this is not practical, we will
follow a protocol based on string comparison proposed in [27].

Once the key K is generated at both users’ ends, the next
step is to transfer this key to the EV’s on-board DSRC unit.
We propose using a Bluetooth-based communication to enable
this process. A hashed value of the shared secret will be sent to
the EV’s DSRC unit with the time of charging and transaction
ID of the EV-EV charging.

We make our implementations and experiments using An-
droid phones. Our experiment results show that our proposed
method can provide authentication of the EVs without relying
on third parties. In the literature, there are various authenti-
cation schemes proposed for vehicular networks [28] that use
hash and shared keys. Our proposed method differs from them
as it does not rely on third parties for shared key management,
instead a DH based key exchange mechanism is used.

The rest of the paper is organized as follows. We discuss our
assumptions, problem definition and motivation in Section II.
Section III gives details about our proposed MTD-based data
report scheduling. In Section IV, performance evaluation is
discussed. Finally, the paper is concluded in Section V.

II. PRELIMINARIES
A. System Model and Assumptions

We assume a system model where the EVs carry on-board
units (OBUs) to communicate with the upcoming DSRC stan-
dard and have a Controlled Area Network (CAN) bus linked to
the charging port. These OBUs have interfaces to the vehicle’s
display unit or to the driver’s smartphone via Bluetooth or Wi-
Fi as seen in Fig. 1. Dedicated Short Range Communication
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Fig. 1: Sample OBU that supports Wi-Fi, Bluetooth and DSRC
standards.

(DSRC) standard allows EVs to talk to each other through
their OBUs for safety purposes [29]. This standard is expected
to be deployed on every vehicle after 2021. The smartphones
are assumed to be owned by the EV owners, which will be
used to exchange charging information and agree on price,
location, time, etc. for charging. Note that smartphones can
either communicate via a cellular infrastructure (e.g., LTE)
or through DSRC-based infrastructure which can utilize the
existing OBUs for multi-hop communication in case there is
no cellular Internet access.

B. Problem Statement

Our problem can be defined as follows: “An EV owner
needs his/her vehicle charged and needs to authenticate another
EV owner with a compatible charger that is able to charge
his/her vehicle. The EV owners agree on a time frame for
charging but in cases where the taker would like to get his/her
EV charged without standing by his/her EV, the EVs should
be able to automatically authenticate each other.”

C. Attack model

In our scenario, we assume the following attack model:

The attacker sits in the middle of the EV owners (i.e.,
giver and taker) and can obtain/change the exchanged key
for authentication. This can be performed by a man-in-the-
middle (MiTM) attack. Another way to obtain this key is when
it is sent to the EV through Wi-Fi or Bluetooth if it is not
encrypted.

This key can then be used to authenticate the EVs. The
attacker can then take charge from the EV rather than giving
charge to that particular EV. In another scenario, the attacker
may impersonate the taker and authenticate his/her car to take
charge from the giver.



III. PROPOSED PROTOCOL

In this section, we describe the proposed EV-EV charging
coordination protocol in more details.

A. Overview

In our proposed suite of protocols that will enable coordi-
nation among the users, the vehicle owner or demander (D)
and charger supplier (S) first agree on a time frame for which
the vehicle will be ready and available for charging. After
such agreement, D and S generate a secure key K using a
version of Diffie-Helman (DH) key exchange over a peer-to-
peer connection, such as LTE or Wi-Fi Direct. If the shared
key is generated successfully, a unique transaction ID (I D)
is produced and stored on each device. Note that the K has
a certain lifetime based on the charging time. In the second
step, the K is transmitted to OBUs of the involved vehicles by
their respective owners. This transmission can be done either
via Wi-Fi or Bluetooth again. Once the key is available on the
OBUs and pre-scheduled time comes, the EVs authenticate
each other and the charging ports are opened through CAN
bus of the EV. The overall process is shown in Fig. 2.

Vehicle Charge
Owner 1. Supplier
Key « DH
Via Wi-Fi Direct or LTE
2.
2 AES
AES AES
WI-Fi Direct Wi-Fi Direct

Vehicle to be

charged
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3.
CHAP w/ TTL
DSRC Unit

4. Open Charge port

5.
Via CAN BUS ! Connect to
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Fig. 2: Proposed V2V charging protocol, which provides
secure charging between peer vehicles.

B. Diffie-Hellman Key Exchange Without Certificates

The Diffie-Hellman key agreement protocol [25] is a com-
monly used protocol that provides security against eavesdrop-
pers. We describe the basic protocol as follows. Two users,
A and B, need to agree on a shared key and have public
shared key g and prime modulus n. A proceeds to generate a
secret key X 4 and calculates g*4 mod n. B also generates a
secret key X and calculates gX? mod n. A and B exchange
these calculated values and compute the shared secret key
(g%2)X4 mod n and (g%4)X2 mod n respectively. Both A
and B generate the same key without revealing their individual
private keys.
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It is well known that the basic version of DH is suscep-
tible to a man-in-the-middle (MiTM) attack from an active
adversary. The attacker simply needs to generate his own DH
parameters and broadcast it to A and B. In [27], they were
able to redirect traffic between two legal parties through an
attacker. To prevent this type of an attack, there are versions
of DH which add authentication to both parties. However,
this authentication is typically done by relying on certificates
that should be owned by the users. This means, an ordinary
user with a charging app needs to also obtain his/her own
certificate and store in his/her phone so that DH can be
securely implemented when two parties communicate. As this
is a cumbersome task which may not be pursued by ordinary
users, we opted for another solution which will not rely on
certificates as described below.

The Secure Key Exchange (SKE) protocol as introduced
in [30], uses a commitment scheme which incorporates two
important cryptographic principles: Once a sender commits
to a specific value, it cannot be altered (binding) and a
commitment cannot be used by the receiver until the sender
opens it (hiding). In our implementation, we incorporated
a commitment scheme using SHA-256 hashing. A sender
wanting to send the message m transforms it into a commit-
ment/opening pair of the form (c,d) < commit(m), where
¢ = sha-256(m) and d = m. Thus when the sender is ready
to commit m, he hashes it and sends that value to the receiver.
When the sender is ready to open m, he simply sends d to
the receiver who verifies it in the form m <+ open(c,d) by
taking the SHA-256 hash of d and comparing it with c, if the
values are equal then d = m. If the sender were to alter m
in any way after sending c, then the hashes would not match
thus the commitment is binding. The value ¢ by itself does
not reveal any information about m therefore the commitment
is also hiding.

Prior to SKE, two users, A and B agree on public keys
g and prime modulus n. A and B then generate a human
readable identifier /D4 and I Dpg, a private key X4 and Xp
as well as a random k-bit binary string N4 and Ng. A and B
then form my = ID||g%4||N4 and mp = IDp||g*B||Np
using concatenation. A then uses the commitment scheme as
described above to compute (¢, d) < commit(my). A sends
¢ to B who responds by sending mp. At this point, A sends
d to B who opens m4 < open(c,d). The final stage of the
protocol begins with A and B computing S4 = Ns @ Nj
and Sp = Np € N/, where Nj; and N/, are the messages
received. A and B send S4 and Sp to each other and then
visually verify if they match. If they match, A generates K =
(g*2)X4 mod n and B generates K = (¢54)X® mod n.

C. Proposed EV-EV Mutual Authentication

After key generation, the next step is to ensure that this
key is sent to the EVs’ OBUs so that when they come
closer to each other they can mutually authenticate each other.
Specifically, D and S send K, I Dk and time to live (TTL)
information to their vehicle, Vp and Vg respectively. TTL
value is crucial here since after the charging takes place, the



key will no longer be valid. The key transfer is secured using
AES Encryption and occurs over a peer-to-peer (P2P)-based
network such as Wi-Fi Direct or Bluetooth. It is important
to note that this step needs to occur prior to S arriving to
authenticate with Vp.

When S arrives to charge Vp, a mutual challenge handshake
authentication protocol (CHAP) is used to authenticate both
parties using the DSRC unit of each vehicle. Both Vg and Vp
generate a random number challenge, C's and Cp respectively,
and send it to each other. V), computes Hp « hash(C%||K)
and Vs computes Hg < hash(C}||K) with hash represent-
ing the MDS5 hash function and ’ representing the received val-
ues. Vg and Vp transmit Hg and Hp respectively. Vg verifies
Hjy = hash(Cs||K) and Vp verifies Hg = hash(Cp||K)
and if both parties verify then authentication succeeds. It is
important to note that Vp is equipped with a time to live (TTL)
protocol that erases K after the agreed time expires, thus Vg
and Vp cannot authenticate outside of the agreed time frame.

If authentication is successful, Vp communicates via the
OBU using the CAN bus to open up the charging port of the
vehicle. At this point S connects his vehicle (Vg) to Vp and
commences to charge. An example to the implementation of
the V2V charging after the authentication is the CHAdeMO
protocol that is used by Nissan, Toyota, etc [31]. Through
CHAdeMO, the giver vehicle can initiate and control the
charging power transfer process via communicating with the
taker EV using CAN bus. According to this protocol, taker
EV behaves as if it is connected to a fast charging station.
The charging ends whenever the taker EV stops the process.

IV. PROTOCOL IMPLEMENTATION AND TESTING

In this section, we provide the details of the experiments
and discuss the experiment results.

A. Experiment Setup

We implemented this protocol using two Android devices
and a computer with both Wi-Fi and Bluetooth capabilities. We
programmed our Android application using Android Studio
and installed it on a Google Nexus 4 and a Samsung Galaxy
J320. We used the laptop to emulate the functionality of
a DSRC unit for the vehicle to be charged. The laptop
also contained a Virtual Machine (VM) containing the Linux
distribution Ubuntu which had a Linux-CAN kernel installed
to simulate the opening of the charging port.

The smartphones were paired using Wi-Fi direct and the
DH protocol was initiated. We performed experiments using
three DH based protocols.

« Basic DH which provides no mutual authentication.
« DH with String comparison (DH-SC) as described
in [27].

« SKE protocol as described above.

We performed DH sharing in three different environments
that would typically be seen when key agreement takes place:
inside of a building, outside and building to outside.

To provide an optimum balance of security and usability we
set k = 55 when testing DH-SC and SKE. In order to make
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this 55-bit string more readable, we encoded it into 5 words,
each word containing 4 characters or less, using the predefined
dictionary used in RFC 2289 [32]. Each phone displayed the
5 word string of both parties and the users verified the strings
were identical.

Afterwards, the phone representing the demander paired
with the laptop via Wi-Fi direct to transmit the key to the
laptop using AES. Then the phone representing the supplier
paired with the laptop via Bluetooth and mutual CHAP was
initiated.

If successful, the laptop then sent a signal from Windows
10 to the VM to simulate the opening of the charging port via
the Linux-CAN module.

B. Performance Metrics

In our simulations we used two performance metrics. These
metrics are end-to-end delay and transmission range.

o The average End-to-end (ETE) delay for the DH proto-
cols, excluding user mutual authentication.

e The average Transmission Range which indicates the
transmission distance from a smart phone to a vehicle
to be charged.

C. Performance Results

1) ETE Delay: Based upon our experiments, we observed
that our ETE delay was smallest for the basic DH protocol.
We calculated an average delay of 219 ms from the start of
DH to key generation. Of the two DH protocols that used
mutual authentication, SKE appeared to be faster with an
average delay of 1036 ms. DH-SC had an average delay
of 1405 ms. Our results showed that there was significantly
(p < 0.001) less of a delay using the basic DH when compared
to those that used mutual authentication. There was, however,
no significance difference (p > .05) in the ETE delays between
DH-SC and SKE.

2) Transmission Range: In terms of transmission range,
we conducted experiments to assess the effective transmission
range to understand the feasibility of usage from work/home
to an EV. We observed a maximum range while outside, as
we were able to achieve a consistent data transfer range of
35-40 meters with Wi-Fi Direct. The most expected scenario
is communication from building to outside that produced a
range of about 32 meters which is pretty much similar to
outside performance. Finally, for outside transmission while
inside a building (e.g., cases where the vehicle is parked in an
underground garage and the work environment is within the
same building) produced the smallest range of 22 meters with
consistent data transfer.

D. Security Analysis

The proposed approach provides mutual authentication
among the EVs which means that any impersonator will be
failed to be authenticated. Consequently, any malicious person
who would like to charge a different vehicle or take away
charge from an existing vehicle will be prevented.



TABLE I: ETE Delay of DH protocols

| | Basic bH | DH-sC | SKE |

| Delayms) [[ 219 | 1405 | 1036 |

Regarding the shared key; this exchanged key will not be
exposed to third parties. First, DH has been proven to be
secure. There can be no integrity or impersonation attacks.
Second, when the key is transmitted to the EV, it is encrypted
and will not be known to unauthorized parties.

V. CONCLUSION

In this paper, we proposed a series of authentication proto-
cols to be used for EV-to-EV charging applications. The main
motivation is to prepare EVs to get charged through the use of
existing standards such as DSRC, Wi-Fi Direct or Bluetooth.
We employ a shared key exchange protocol that does not rely
on certificates for authentication.

We implemented and tested the proposed protocols using
smartphones and Wi-Fi Direct protocols. The experiments
showed that the proposed framework can be adapted with
existing standards that can be easily deployed in real-life. In
the future, we plan to integrate the protocols with EV’s CAN
bus to open the charging port.
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